Engaging Content
Engaging People

Queryable Provenance Metadata
For GDPR Compllance

77 that's me )

Harshvardhan J. Pandit, Declan O’'Sullivan, Dave Lewis
ADAPT Centre - Trinity College Dublin - Dublin, Ireland

https://openscience.adaptcentre.ie/ Ny alt our QD"K
pandith@tcd.ie | @coolharsh55 lded werde

\/ L ol

sl

NNNNN

The ADAPT Centre is funded under the SFI Research Centres Programme (Grant 13/RC/2106) and is co-funded under the European Regional Development Fund.



OVGI'VieW www.adaptcentre.ie

phab , vty | Lo, wheve | ehen
@ GDPR C WAMTG} requlabony auolies
(2) GDPR Reoudinerws Unecklst & Trelands OPC
() Semankificalion o, quevies
@ I,.,\P/(er\wx*aﬁs‘v\ ¢ Demsns ol
() Lelakd Wede

T N N V4

“Queryable Provenance Metadata for GDPR Compliance” at SEMANTiCS 2018
2 Presented by: Harshvardhan J. Pandit
http://openscience.adaptcentre.ie/ | pandith@tcd.ie | @coolharsh55




www.adaptcentre.ie

General Data Protection Regulation

ADEQUATE
ff_zevam ACCURATE
ITED ;
sgsﬁl‘f-‘reo TS rIMe
URPOSE — LIMTTED

LAWFULL =

e Enforced from 25th May 2018

e Fines: 4% global turnover or 20 million

whichever is higher

e Obligations and rights based on use of
consent and legal basis

e Necessary documentation

e Impact Assessments

e Data Privacy Officer

e Rights for Data Subjects

COPYRIGHT ZO17 B.DREYER GDPRTOONS-com

e Distinction between Controllers and
Processors
e Sharing with Named Third Parties

INSPIRED BY: H-HADDON - L.KENDALL

e Privacy Seals
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GDPR Readiness Checklist

ON Your MARK
GET READY

ANY TIME Now
REALLY SOON..

[ http://gdprandyou.ie/
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PREPARING YOUR ORGANISATION FOR THE
GENERAL DATA PROTECTION REGULATION
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_Structure & Layout

13 pages
2. 63 questions

3. 9 sections




GDPR Readiness Checklist (pg.10) www adaptoentre.e

Question Comments/ Remedial Action

Consent based data Have you reviewed your organisation’s o l \_ ,’
processing (Articles 7, 8 mechanisms for collecting consent to ensure that W\D % l/\bD

and 9 and further it isfreely given, specific, informed and thatitisa
/guidance available on clear indication that an individual has chosen to

GDPRandYou.ie) / agree to the pracessing of their data by way of

statement or a clear affirmative action?

97 If persanal data ©)eo
4 basis of consent does not meet the required .S ? u k\ (/&
r the GDPR, have you re-sought the ?

standard under
individual's co

nsent to ensure compliance with
the GDPR?

Are procedures in place to demonstrate that an ©
>ndividun! has consented to their data being / J

at you currently hold on the

processed?

Are procedures in place to aliow an individual to
withdraw th
persona| data?

onsent to the processing of their

Children's personal Where online services are provided to a child, are
data (Article 8) procedures in place to verify age and get consent
of a parent/ legal guardian, where required?
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Analys iS www.adaptcentre.ie

Consider each question a ‘query’
ARAANANNAN

Three categories of queries:

o
wa\**?”‘n‘,a: P(mdp
1. Demonstrativeﬁ on adivity O[a&a)v
2. Evaluative —7 &uete @ oime

3. Assistive — 7 carot  clemwo - ot v > %L
4j‘¢,y¢£pyv1L wetreve all polevark o (Zf/
‘;«bocwbm Iat an anant 3p
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Analysis - notes

www.adaptcentre.ie
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https://w3id.ora/GDPRep/checklist-demo/notes

AYHL‘C n QDPL
3 & 3

W 3pvslved

1 of Metadata and ce Queries based on GDPR-Readiness Guide provided
’ Category Tite Comment To Implement? Data Comment
List the catogones of data subyects and personal deta
R Categoies of collected sna rerained €.0. CITent empioyee data retird
= personal data and  enmployee data custorer deta (saes information), dala, deta  subolasses that have other subclasses Can be considered
Gl Gemeral  daka subjects marketing datahase: CCTV footage demonstr Y subjects  as categones In tis case
Elements of
onal data List sach type of personsd data included within each
Inctugad within cegegoly of personal dats e.9. name, adoress, banking
each data dealls. PUThasing history, onine beowsing history, videa persond sUNGIRSSEs that 4 Not have ofher SUBCIASSES can he
G2 General  category and images dermmsts Y data considorad by types within categones
parsonsd
& daia, steps can this be assessed on
5 List the sourca(s) of the parsonal data 2.9, callected diractly hat colisct
from individuals; from third paries (i third party ideatity the data, entibes the model of the system
Source of the deta contrdler as this information will be necessary 1o meet hat provae H H H
G3  General | personaldata obligations under Amcle 14). demonstr ¥ ama or it requires instances?
results of
Within each category of personal data ist the purposes for Gl,
Puiposes for he (318 (S colected and retained e.q. MaKeing, sevice frocesces
which personal erhancemst, fesearch, product davelopment, systems. acting on  get &l plans that contain steps that act on the data, then
G4 Genaral  datals processed Intagity, HR matters, advertising demonstr Y aata aggregate tham based on categones
Logat basis for results of
each pmcessing G4
purpose {noa- Foe each purpose thal pessonal dea is processed. list the processes
spacial calegonies  iagal DAsIS On WHICH It IS DASAT &.0. CONSENt, contract. legal acting on
G5 Gemoral  of personal data)  obfigation (Artica 6) demonstr Y ) o9t leggal bisis in steps wthn plans from G4
B
- It spacisl categories of personal dsta are collected and egory
Special categonies retaned set cut datalls of the nature of the data 2.g. healtn, Uj\ persond
G Genoral  of personal data  genetic, bometnc data demonstr Y data subclasses under specal category of personal dita
o e
\ G5, steps
% Legal basis for hat colisct
processing special List the legal basis on which special categones of parsonal data, staps
caseqoties of dega ae calected snd retained e.q. expicll consent e Store Qel aF Sieps that COlect of Stfe Special caeqores of
G7  Cemeral  personal daia legislative basis (Atice 9) demonsts Y data data, then retrieve their legal basis
For 2ach cateqory of perscnal data, it the period for which
the dta will bo 1Gtained ©.g. one monh? one yewr? results of
10 As ageneral nde data must be retained for no fonger than is G1, steps  this is irtempretative based on how recention time i
necessary fof the pupose far which & was collecied in the that store calculated: ideally, this will be  part of the congent of
GB  Gensral  Retention period  Nrst place. N aaa policy that feads INto the provenance gragh
Idennfy actons that ame requind to ensure all personal data 1is |5 vary vague and doas not depand or does not
M Action required to  processing opertions are GDOR compliant 6.9, this mey diractiy rwolve provenance; uniess 2 list of processes o
be GOFR Include deleting data whese there i (0 futher purpase for pians can be linked (o show "actions’ but these would still
G9  General  compliant? retencion. N need to be combined with some form of documentation
12
Have you reviewed your organisation’s mechanisms for
cdliocting consent i ensure thal it is freoly gen, spacific. comsent,  This cannat bo droctly evaluated bocawse of conditions
Informed and 1hat it is a clesr indication that an individual steps that  such as freely given, specific, &e. which are qualitarive
Validty of nas chosen to agres 1o the processing of thelr Oata by way soquire But, the Intormiation abaws how the cansent was collected
PL | PersonalData | Consers of statement or a clear affirmative achon? 7.89 assistive Y consent can ba presented to make an informed decision
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thia only needs irfommation
about the classes. not the

this oaly reeds information
about the classes, not the

Y Instances N

there could ba fixod medcds
where data s collecied
directly from gata subjects of
same data provider which can
be shown theough the

Y abstract model Y,

run this over the model only
as It endguires aboul the siale
of the system and not about &

Y pamicular Istence N

legal basle doss vt change
In Nstances, S0 query this on

Y models N

as with normal categonies of
dal, this query only nesds
Information about category,

¥ not specifics N

same as G5 1his is
Infarmation about e ansiract
Y mode

Y Instances N

Instances ae ditcul 1o aggregate

ineo cateqones, and would need

some abstract information 1o

erclently do 50 Y

instances are difcut o aggregate

Into categories, and would need

some abstract Information to

efficiently do so ¥

Instances can show who the

actual data provioa(s &re, £ ey

can change with tma. Igeally, tha

change should be reflected in the:

model ¥

this CAN be run on instances for
2413 SUNECT Spadific quenes, e
this is not what the orginal query
meant ¥

thus CAN be run on instances for

data subject specific queries, bt

i 15 not what the anginal quary

mean ¥
instances e dificut to aggregate

ko categories, and would need

some absvact Informaton to

efficiently do so ¥

this CAN be run on instances for
data subyect spacfic quenes, bt
1NiS 1 DO whal the onginal query
mean Y

NoT THPLEMENTED

\gentily steps hat colect
consent aong with staic data
content such as prvi

pokcy and T&C thal am used
along wilh the:
fomymechanism used 10

Y  colea consent N

2018

This 15 assuming that the
instances follow the abstract
model. So the mechanism that
they used to collect consent 1S the
same as that refersnced in the
ansmact model. Theretore, th is
aiready considered to b2
FvaUAted Lnder the abstract
model Howaver, this CAN bo
1aed 10 retrieve and evaluste the
consent mechanism for a
particualt data subject Y




SPARQL q ueries www.adaptcentre.ie

On i) frarr) nuseber

B) b=d yuesbons & chedd e https://w3id.ora/GDPRep/checklist-demo/spargl-queries

o GDPRov
O GDPRIEXT —7 = (0PR asr (inked duta vesmumce

o \/val:ubwgl q L’M/MWP*S

3 G5. legal basis for processing
prefixes

SELECT DISTINCT ?process ?legal where

PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#> :
7data a 7data type

PREFIX dct: <http://pur1 .org/dc/term5/> ?data type rdfs:subClass0f qdprov:PersonalData
PREFIX gdprov: <http://purl.org/adaptcentre/openscience/ontologies/gdprov#> ?step a ?step_type
PREFIX gdprtext: <http://purl.org/adaptcentre/openscience/ontologies/GDPRtEXT#> ?step_type rdfsisubClassOf gdprov:DataStep
PREEIX 1 . h 0 1 1 # 7step gdprov:usesData ?data

p-plan: <http://purl.org/net/p-plan¥> ?step gdprov:isPartOfProcess 7process
PREFIX prov: <http://www.w3.org/ns/prové< OPTIONAL 7step gdprov:hasLegalBasis 7legal
PREFIX this: <http://example.com/ontology/shoppingapp#> OPTIONAL {?process gdprov:hasLegalBasis ?legal

ORDER BY 7process
A nom - exictant’
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Im plementatiOn www.adaptcentre.ie

o et g
® proof-of-concept demonstration ,
@ﬂbu’)é i "afonceS
%

® example use-case: online shopping service
_ () add melndad
® GDPRov & GDPRtEXT ontologies v

~NeADBNCY
® Protege (environment) — FACT++ (reasoner) G =N
/

|

0&1%/£*D~ow&

o ehedks oMM wuman e

o Visual ol

° T’\J’@jw with o eanonest
o can exewde SPALQL
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DemonStratiOn www.adaptcentre.ie

https://w3id.org/GDPRep/checklist-demo

® online demo for querying of ‘readiness checklist’ information
o aims ﬂ O’Yfgztbdi dpawmert Loar a sfrepds)/\e&ff

O convert static document to interactive/automated environment
O use semantic web to create a graph of information

® same layout and format as original document

® queries SPARQL endpoint on page load (browser)

“ew't% SFAR@L
e P‘jc' fcftfc&’\
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Query G2: Personal Data in Data Category ww adaptoentre e

—7 Elements of personal data included within each data category

List each type of personal data included within each category of personal data €.g. name, address, banking details, purchasing history, online

browsing history, video and images. ..» Ww ﬂ\w 07.‘?6 m

G2. Types of Personal Data

Q}% SELECT DISTINCT 7data TType where
?data a ?typs S PR’R@ L
\D 7type rofs:subClassOf gdprov:PersonalData
FILTER! regex str 7data "http://example.com/ontology/shoppingapp#"
ORDER BY ?data ?7type

% RAWRESPONSE [RZVURSM PIVOT TABLE =~ GOOGLE CHART &  Search: Show © :| entries
data £ type 8
1 this:AnonymisedUserProfile gdprov.AnonymisedDaia

2 this:CustomerAddress this:Customerinfo m
~ doda WW %.'JF"” J
3 this:CustomerBankAC gdprov.SensitveData

@& 4 this:CustomerCardDetails

gdpre

5 this:CustomerContaciNo this:Custometrinio
6 his:CustomerEmai this:Customerinfo
7 this:CustomerName this:Customerinfo

Showing 1 to 7 of 7 entnes
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Invalid/Non-existant/Empty/Null Queries

www.adaptcentre.ie

Readiners (heckl3k could pe

fl\lWPfeJ'C) Jnls SPA‘RQL asum

Retrospective Consent

If personal data that you currently hold on the basis of consent does not meet the required standard under the GDPR, have you re-sought

the individual's consent to ensure compliance with the GDPR? | can b& Cl/led‘e‘, M MAM“AL J.OJ&

({Dss Aot Gotaln provenancs metatatalOR 1s uvently not plemientsd
okl Gona _ (3 (ot
%ues = 13 a °

SPMREQL guenes 33 A \(. b e aude@ nos
not ~Tmplemented = "33 25 30 Hon \/\aPPW‘J‘ ove
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Queries that prOVide infOrmation www.adaptcentre.ie

Purpose Limitation
be_ @«W

Is personal data only used for the purposes for which it was originally collected? -—% w’\b’t

A1l. personal data purposes

SELECT DISTINCT ?data 7process WHERE ‘S PA( L M
?StepType rdfs:subClassO0f gdprov:DataStep Q % e
?step a ?StepType ®
?DataType rdfs:subClassOf gdprov:PersonalData I~ ’ n ’ )W
7data a ?DataType (&e }7—, gv& Ltz’ &/

?step 7action ?data
?step gdprov:isPartOfProcess ?process
ORDER BY ?data ?process

:: RAW RESPONSE TABLE PIVOT TABLE GOOGLE CHART 3 Search: Show 50 j entries

data $ process $

v
0 o
_% 1 this:AnonymisedUserProfile 5 this:RemoveUserAccountProcess d\ K
i I vsed (N ec
e : . ]
2 this:CustomerAddress this:AdGenProcess vm
3 this:CustomerAddress this:HandleRightDataPortability ma\b
4  this:CustomerAddress this:HandleSAR %D Ww‘ Afe
T °
UserSignUpProcess t' rl,‘ e/f‘/‘e’r ,HAL’S

5 this:CustomerAddress th

~ ' L
6 omerAddress this:OrderProcess ‘S V‘dj l
7 MNiintmmmarA Advan thirDammunl loavh nnn B
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Assumptions and Limitations Rl

ot In S wpl
V\xrt7 'fvuz A0 glyfﬁpuz (,)£7a44L
/7

1 . Does not assess compliance

\

2. Depends on consent —7 n, fe Mo,ulizg 2 tonsenl and
L‘94> {P ?Alem’rmnatf 2 °:1,

3. Interpretation of results is not clear "¢~ ¢or& rbisn @ w\twf
&( war < eonfusien carrtval_

reullk ave \]IUY‘? Hobadan

NVRPTIY
JAJKJOJ&\Q\IJ:I'{D&MJJU. b;\ ’\k@“nm‘o
SPARPL  ASK. QUERIES | @ Cb> Ckedag“f"’“é‘ PDSTéﬁ
L'} (,;l/g howen't
tdaua\ﬂ\e v(‘hem?
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PrOOf Of Conce pt! www.adaptcentre.ie

MY CLIENT COULDN'T HAVE
KILLED ANYONE. WITH THIS

ARROW, AND T. CAN PROVE IT!

T'D UKE TO EXAMINE
YOUR PROOF, ZENO. YOU
MAY APPROACH THE BENCH.

—BUT NEVER REACH IT! \
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TeCh n0|Og ieS www.adaptcentre.ie
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Keep your friends close, your ‘peers’ closer... R

speCinl PROJECT

— Semanti'c web based
o = | L= — OWL vwmil\& to evaluaks
= | = CompLianie

' — Wweb- based dashboard

T Legal basis

- PrOnto  Onklogy

. = Ol T .
Processing Pro CMAP(AM e
°EELLA}12} CZISF\CAﬁPﬁs, ¢:§%} Feor

—  desormbe datn( veladala)
wdty relatiem o comphiance

Processing are linked
to precise purposes

Agents

Rights

Has Rights
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J O i n D PVC G www.adaptcentre.ie

— USINESS GRUVT”

@ &B
= C()MMUN'TY Use-Cases (=dit]

2 + SPECIAL/Proximus use case - personalized touristic recommendations
« SPECIAL/DT use case - mobile network quality measurements
« SPECIAL/TR use case - ‘Know Your Customer' (finance, anti-money-laundering)
« DECODE/DECO1 use case - Online voting system with privacy
« DECODE/DECOD2 use case - Rental Register
« DECODE/DECO3 use case - Sharing sensor data

Data Privacy Vocabularies and Controls Community Group iedin
DATA PRIVACY VOCABULARIES AND CONTROLS https:/avunwwa ora/community/dpveare

COMMUNITY GROUP The mission of the W3C Data Frivacy Vocabularies and Controls CG (DPVCG) is to develop a taxonomy of privacy terms, which include ir
taxonomy of personal data as well as a classification of purposes (i.e., purposes for data collection), and events of disclosures, consent,

Home / Data Privacy Vocabularies

The mission of the W3C Data Privacy Vocabularies and Controls CG (DPVCG) The Community Group officially started on 25th of May 2018, the official data of the GDPR coming into force, as a result of the W3C Wor
develop a taxonomy of privacy terms, which Include In particular terms from
Furopean General Data Protection Regulation (GDPR), such as a taxonomy of It 15 the goal of the CG to harmonize related efforts and bring together stakeholders that already have brought forward proposals to dev

data as well as a classification of purposes (..., purposes for data collection), 10gs about personal data processing, enable data portability for data subjects, elc. The exact scope of use cases related to making pers
of disclosures, consent, and processing such personal data the GDPR and related privacy protection regulations will be the first deliverable of the CG

The Community Group shall officially start on 25th of May 2018, the official | More concretely, the following steps and deliverables are planned so far:
GDPR coming Into force, as a result of the W3C Work:

. Use cases and requirements: in a first step we will collect and align common requirements from Industry and also from other stak

o

Yocabularies In Vienna earlier this year. T . o
e s outcome shall be a prioritized list of requirements for what needs to be covered by shared vocabularies to enable interoperability

It is the goal of the CG to harmonize related efforts and bring together stakeh

N

. Alignment of vocabularies and identification of overlaps: in a second document, we will collect existing vocabularies and standari

evelop respective vocabularies | cover the requirements prioritized in step one
semantic interoperability and Interchange of transparency logs about persan

already have brought forward propos.

w

. Glossary of GDPR terms: a third deliverable will be an understandable glossary of common terms from the GDPR and how they sh
processing, enable data portabllity for data subjects, etc. The exact scope of

&

.Vocabularies based on the heterogeneity or homoageneity of the agreed upon use cases and requirements, we will define a single

related to making personal data processing Interoperable by respective stanc

order 1o purposes/processing, disclosure/consent, anonymisation, and transparency logs.

regulation

se proof of compliance with the GDPffand related privacy protect
will be the first deliverable of the C

y, the fallowing steps and delilfalgec are planned <o far Timeline (ut

For the, ment, we plan the following milestones:

1. 24 May 2018: Presentation of this initial charter draft to initial stakeholders
2.25 May 2018: Launch of the CG by registration as a proposed W3C Community Group

. .
Data Privacy Vocabularies

- 3. 26-30 May 2018 until 30 June 2018: dissemination of invitations to participate in the CG & feedback collection on the present chal
and Controls Commu nity Group 4.0 haue dnried 2-weekly Tlephone Corlereneeson 23 Jly, see below

5.29-31 Aul ce-2-face meeting co-located at MyData2018 in Helsinki, Finland, agreement on first steps and reqular |
6.12-14 No 2018: 2ng Face-2-face meetina co-located with the European Bia Data Value Forum 2018 in Vienna. Austria. The
I « ODRL

https://www.w3.org/community/dpvcg . e
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FUtu re WO I'k www.adaptcentre.ie

. ?OST EK S&c\ﬂso \

W
1 . check GDPR compliance using SHACL \0* )
—— \ S

2. build a ‘*knowledge graph’ with compliance related information
AAAANAAANAN

Visson paper” to be presented =t TSN woskshap (K

3. create a ‘Mg’ approach towards compliance

WHENEVER WETALK ABOUT
GDPR COMPLIANCE?

f@t GNne thﬂ ) ( WHY DO YOU GET THAT LOOK

f Y

Inkn'M’
harsh’s PAD viva I B

& Pexternal

® marketoonist.com
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